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Problem:

Techniques will never 
remain secret.
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‘It should not be a 
problem if [the 

system] falls into 
enemy hands.’

Kerckhoffs, 1883
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Bodymod steganography
(Herodotus)

50 BC

Caesar cipher

Take-away 1:

Don’t hope that secret 
techniques will remain 

secret – they won’t.

‘The system 
should not 

require secrecy. It 
should not be a 

problem if it falls 
into enemy 

hands.’ Kerckhoffs

‘The enemy knows 
the system.’

Shannon, 1949
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… not too much going on here …

829 × 843

‚Caesar with codeword‘:

Codeword:
CRYPTO

A A -> C C

T A -> R K

T A -> Y R

A A -> P P

C A -> T V

K A -> O Y
Vigenère

1500 AD

https://www.google.com/url?sa=i&url=https%3A%2F%2Flehrerfortbildung-bw.de%2Fu_matnatech%2Finformatik%2Fgym%2Fbp2016%2Ffb1%2F3_rechner_netze%2F1_hintergrund%2F9_krypto%2F5_vignere%2F&psig=AOvVaw2Lu_hFnbtPxQYDB4XK6TL7&ust=1669840331816000&source=images&cd=vfe&ved=0CBAQjRxqFwoTCMiNpJCe1PsCFQAAAAAdAAAAABAE
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829 × 843

‚Caesar with codeword‘:

Codeword:
CRYPTO

A A -> C C

T A -> R K

T A -> Y R

A A -> P P

C A -> T V

K A -> O Y

No codeword -> 
no secret

Vigenère

1500 AD
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(Herodotus)
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… not too much going on here …

829 × 843

‚Caesar with codeword‘:

Codeword:
CRYPTO

A A -> C C

T A -> R K

T A -> Y R

A A -> P P

C A -> T V

K A -> O Y
Vigenère

1500 AD

Actually…
Statistics!

Babbage
1854

Kasiski
1863
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… not too much going on here …

Scrambling letters multiple times:

turning after each keystroke
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Problem 1:

Don’t find any attacks against your secret communication?

Doesn’t mean no one else does!
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1500 AD 1930 AD

Enigma

700 BC

Scytale

440 BC

Bodymod steganography
(Herodotus)

50 BC

Caesar cipher

… not too much going on here …

Babbage Kasiski

broke Vigenère cipher

Turing
and got movie 

famous

Problem 1:

Don’t find any attacks against your secret communication?

Doesn’t mean no one else does!

Problem 2:

‚Letter scrambling‘ needs a shared secret.

How to get it from A to B?
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1930

Enigma

1973 Late 1970s

Ellis, Cocks, Williamson

Public-Key Crypto

Merkle, Hellman, 
Diffie(until 1997)

Rivest, Shamir, 
Adleman
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Got nothing to hide?

Are you sure?

‘You simply have to eventually fall under 
suspicion […], even by a wrong call, and then 

they can use the system to go back in time 
and scrutinize every decision you’ve ever 
made, every friend you’ve ever discussed 
something with, and […] derive suspicion 
from an innocent life and paint anyone in 

the context of a wrongdoer.’

Edward Snowden

https://www.marottaonmoney.com/seven-quotes-to-summarize-u-s-surveillance
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Got nothing to hide?

What about others?slate.com/technology/2022/09/russia-domestic-surveillance.html

https://slate.com/technology/2022/09/russia-domestic-surveillance.html
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Got nothing to hide?

What about others?slate.com/technology/2022/09/russia-domestic-surveillance.html

eff.org

https://slate.com/technology/2022/09/russia-domestic-surveillance.html
https://www.eff.org/de/deeplinks/2020/11/turkey-doubles-down-violations-digital-privacy-and-free-expression
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Got nothing to hide?

What about others?slate.com/technology/2022/09/russia-domestic-surveillance.html

eff.org
https://www.nytimes.com/2022/06/21/world/asia/china-surveillance-investigation.html

https://slate.com/technology/2022/09/russia-domestic-surveillance.html
https://www.eff.org/de/deeplinks/2020/11/turkey-doubles-down-violations-digital-privacy-and-free-expression
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Got nothing to hide?

What about others?slate.com/technology/2022/09/russia-domestic-surveillance.html

eff.org
https://www.nytimes.com/2022/06/21/world/asia/china-surveillance-investigation.html

Online anonymity project:

https://slate.com/technology/2022/09/russia-domestic-surveillance.html
https://www.eff.org/de/deeplinks/2020/11/turkey-doubles-down-violations-digital-privacy-and-free-expression
https://www.nytimes.com/2022/06/21/world/asia/china-surveillance-investigation.html
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Uses public-key crypto (Rivest-Shamir-Adleman, Diffie-Hellman)

What exactly goes wrong?
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to sell!
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How can Alice safely tell Bob to sell
over the internet?
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Rivest-Shamir-Adleman (RSA) encryption

I should tell Bob 
to sell!

What is Bob 
up to?

How can Alice safely tell Bob to sell
over the internet?

Computations with primes!
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Rivest-Shamir-Adleman (RSA) encryption

I should tell Bob 
to sell!

What is Bob 
up to?

Pick 2 prime 
numbers: 5,17

Multiply:
5 * 17 = 85
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s.th. dividing 𝑥𝑒 𝑑

by 85 always has 
remainder 𝑥
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Rivest-Shamir-Adleman (RSA) encryption

I should tell Bob 
to sell!

What is Bob 
up to?

Pick numbers 𝑒, 𝑑
s.th. dividing 𝑥𝑒 𝑑

by 85 always has 
remainder 𝑥

𝑒 = 5, 𝑑 = 13

𝑥 = 2

𝑥𝑒 = 25 = 32

2𝑒 𝑑 = 3213 (large, but has remainder 2!)

Also works for 𝑥 = 3, 𝑥 = 4, 𝑥 = 5, …

Example:
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‚Sell!‘Lock                   with e!

Use math:

Store 85, d



Pick numbers 𝑒, 𝑑
s.th. dividing 𝑥𝑒 𝑑

by 85 always has 
remainder 𝑥

‚Sell!‘Lock                   with e!

Use math:

Image source: xkcd.com Post-quantum crypto - Kathrin Hövelmanns

Rivest-Shamir-Adleman (RSA) encryption
What is Bob 

up to?

Store 85, d

Convert ‚Sell‘ to a number 𝑚 < 85

Compute 𝑚𝑒

Divide by 85, keep the remainder

Use the remainder as
‚Sell!‘

The math:
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Rivest-Shamir-Adleman (RSA) encryption
What is Bob 

up to?

Store 85, d

Unlocking x

message 𝑚 = 𝑟𝑒𝑚𝑎𝑖𝑛𝑑𝑒𝑟 𝑚𝑒 𝑑

‚Sell!‘
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Key server
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Rivest-Shamir-Adleman (RSA) encryption

‚Sell!‘

Wait, that’s not actually that hard…

Breaking is as hard as factoring 85 into 5 and 17
‚Sell!‘

Use BIG prime products (> 2048 digits)

RSA idea: multiplying is easy, but factoring is hard.

Take-away:
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Shor, 1994:
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(essentially) factor as fast as 

they multiply.
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Rivest-Shamir-Adleman (RSA) encryption

‚Sell!‘

Wait, that’s not actually that hard…

Breaking is as hard as factoring 85 into 5 and 17
‚Sell!‘

Use BIG prime products (> 2048 digits)

RSA idea: multiplying is easy, but factoring is hard.

Take-away:

Shor, 1994:

Large quantum computers: 
(essentially) factor as fast as 

they multiply.
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Uses public-key crypto (Rivest-Shamir-Adleman, Diffie-Hellman)
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Should we worry?
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‘record now, break later’ ⇒ today’s data
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… Damn.

Hm… And now?
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Factoring Something that’s hard even for quantum computers

Finding a shortest vector in a lattice

Finding collisions, preimages… in hash functions

Solving polynomial equations with > 1 variables

1000 𝑥 + 𝑥2 + 423 𝑦2𝑧 = 1

655 𝑦 + 53 𝑦𝑧 = 13

29 𝑥 + 3 𝑦2 + 53 𝑥𝑧2 = 4

Decoding error-correcting codes



Like math and computer science? Look up (post-)quantum crypto!

Watch The imitation game.

Read Orwell’s 1984.

Help out the TOR project. (No crypto knowledge needed!)

Political aspects of crypto: ‘Crypto wars’ on Wikipedia.

Thanks for listening!

Post-quantum crypto - Kathrin Hövelmanns


